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Restoring a MS 2007 Exchange Storage Group

This article describes how to restore a MS Exchange storage group previously backed up by
R1Soft CDP.

CDP provides the ability to take a snapshot of the Microsoft Exchange Storage groups. Since
CDP is using the VSS Exchange writer, it ensures data integrity and consistency during the
backup operation.

1. Using CDP to restore database data and log files | 2. Using Eseutil to replay log files| 3.
Creating an Exchange Recovery Group | 4. Copying files from the CDP restore directory to
Exchange Recovery Storage Group directory | 5. Mounting Storage Group

1. Using CDP to restore database data and log files
In order to restore a database, follow the instructions below.

1. Click on "Recovery Points" in the Main Menu to open the "Recovery Points" window.

Standard Edition Enterprise Edition Advanced Edition
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2. In the "Recovery Points" list, from the horizontal menu select the Agent where MS Exchange is
installed and the appropriate Disk Safe to restore from.
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3. Then select a Recovery Point to restore from and click on the "Browse" icon in the "Actions"
column for this Recovery Point.

2 Agent Ex * W pisk Safe Exchange 2007 Disk !~ F I e 1

r 2 Qr) Created On = O State @ Devices

C 1 Feb 9, 2011 7:23:15 PM Available Q-2 3
1 /1 10 Items Per Page

O Tip

To find a Recovery Point, you can use the Basic and Advanced List Filters. See
Customizing the Recovery Points List.

4. The "Browse Recovery Point" window opens.

I 119;] Browse Recovery Point

@@
k Restore Selected

|| = Location (Dce)I[@v]
I~ mName * Size Access Time Modify Time
o C

Feb 9, 2011 7:23:15 PM Feb 9, 2011 7:23:15 FM

See also: Browsing Recovery Points.

5. Browse to locate the SQL check point file, data and log files (Enn.chk, .mdf & . Idf).
| _)BrowseRecoverypoint

B ||
I k Restore Selected I

=) Lutaiion@_\Pragram Files\Microsoft\Exchange Server\Mailbox\First Storage Gro u;:) I
F Name *  Size Access Time Modify Time

0 J CatalogData-ac335278-568d-4a3f-9552-128619fc7fda-cob4dd 2d-2428-4 Feb 9, 2011 6:06:47 PM Feb 7,2011 6:24:32 PM 4|
¥ [ E0O.chk 8 KB Feb 9, 2011 6:07:02 PM

Feb 9, 2011 6:07:02 PM |

Select the checkboxes next to the files and folders to restore.



http://wiki.r1soft.com/display/CDP3/Customizing+the+Recovery+Points+List
http://wiki.r1soft.com/display/CDP3/Browsing+Recovery+Points
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|| %) Location C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage Group
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6. Once the files and folders are selected, click on

Access Time

Feb 9, 2011 6:06:47 PM
Feb 9, 2011 6:07:02 PFM
Feb 7, 2011 9:16:16 PM
Feb 7, 2011 9:16:20 PM
Feb 7, 2011 6:24:15 PM
Feb 8, 2011 1:00:10 &M
Feb 8, 2011 8:42:45 PM
Feb 8, 2011 8:57:51 PM
Feb 8, 2011 9:13:00 PM
Feb 8, 2011 9:28:06 PM
Feb 8, 2011 9:43:10 PM
Feb 8, 2011 9:58:13 PM
Feb &, 2011 10:13:15 PM
Feb 8, 2011 10:28:19 PM
Feb 8, 2011 10:43:20 PM
Feb 8, 2011 10:58:23 PM
Feb &, 2011 11:13:27 PM
Feb &, 2011 11:28:32 PM
Feb &, 2011 11:43:40 PM
Feb &, 2011 9:06:33 PM
Feb 9, 2011 12:13:52 &AM
Feb 9, 2011 12:28:59 AM
Feb 9, 2011 12:44:03 AM
Feb 9, 2011 12:59:12 AM

Modify Time

Feb 7, 2011 6:24:32 PM
Feb 9, 2011 6:07:02 PM
Feb 7, 2011 9:16:16 PM
Feb 7,2011 9:16:20 PM
Feb 7,2011 6:24:15 PM
Feb 8, 2011 1:00:10 &AM
Feb 8, 2011 8:42:45 PM
Feb 8, 2011 8:57:51 PM
Feb 8, 2011 9:13:00 PM
Feb 8, 2011 9:28:06 PM
Feb 8, 2011 9:43:10 PM
Feb 8, 2011 9:58:13 PM
Feb 8, 2011 10:13:15 FM
Feb 8, 2011 10:28:19 FM
Feb 8, 2011 10:43:20 PM
Feb 8, 2011 10:58:23 PM
Feb 8, 2011 11:13:27 PM
Feb 8, 2011 11:28:32 PM
Feb 8, 2011 11:43:40 PM
Feb 8, 2011 9:06:33 PM
Feb 19,2011 12:13:52 &M
Feb 9,2011 12:28:59 AM
Feb 9, 2011 12:44:03 &M
Feb9,2011 12:59:12 AM

"Restore Selected."

:r_’\;ﬂ-;rnw se Rﬂm"!rr“p;I;-l_ :

¥y Restore Selected
|| =) Location C:\Progr;m Files\Microsoft\Exchange Server\Mailbox\First Storage Group

¥ Name * Size

7. The "Restore Files" window will open.

Access Time

8. Select the Agent where the MS Exchange is installed.

Specify to restore the files to an alternate location as we are later going to attach them to an
Exchange Recovery Group.

E=)([@%)

Modify Time
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L_] Restore to Folder

 Original Location & plternate Location
C:\best
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(ﬁ:’ Advanced Options

¥ Estimate Restore Size
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| # Restore | | @ Cancal |

9. Click "Restore."

E—

10. You can view the Restore Task results in the "Task History."

Q—ﬂﬂ_ Dashboard

{.? Configuration

11. In the "Task History" list, find the Task you want to view the summary for and click it. The
"Summary" tab located on the bottom area accumulates general information about the task.
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O State: 3\ Alert Type O Name 2 Agent Name ¥) Scheduled ) Run Time
v L) Ex 2/11/11 3:40 PM Im29s ) H
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@ Summary = ([ Files Restored | & Alerts | ] Logs | ¥ Restore Settings Task

File Restore Summary

/ Success N D Files Restored | — 111 / 111
K File restore completed successfully /) E3 Files Failed 0

Progress

&) Average Speed 1.3 MB/s (peak 8 ME/s) &3 Current Speed

2 Time Remaining s &) Time Elapsed 1m 26s (size calculation 0s)

116 MB / 116 MB

Verbose Status:

2. Using Eseutil to replay log files

Once the files have been restored, it is time to run Eseutil to get the data files into a clean
shutdown state so that they can be attached to a recovery storage group, and have the log files
played into the backup.

On the Exchange server where the files were restored, open up the command prompt and
change the directory to the location where you restored the . chk, . edb, and . | df files.
Operating inside of the directory, where the data and log files exist, eliminates misspelling and
incorrect paths, etc.

For example, the files were restored to the c: \ t est directory, but since the original files were
located under

C.\Program Fi |l es\ M crosoft\ Exchange Server\Mi |l box\First Storage G oup,
The restore directory path will be:

C \test\Program Fil es\ M crosoft\ Exchange Server\ Mi | box\ First Storage
G oup.

From this directory run the following command:

Eseutil /R Enn /I /D

For example:

Eseutil /R EOO/I /D



Cintest 3E til ~#R EBEL
age Engine Utilities for Microsoft{(R> ange Server

All Rights

L rrrent d chopy
Datahase Directory: <current directory?

Ferforming soft recovery...
lestore Status < completel

Operation completed successfully in D.969 seconds.

For more information on using Eseutil and the different commands, see the following technet
article:

http://technet.microsoft.com/en-us/library/bb123479%28EXCHG.80%29.aspx

3. Creating an Exchange Recovery Group

1. From the Exchange Management console, click on the Toolbox » Database Recovery
Management > Open Tool.



http://technet.microsoft.com/en-us/library/bb123479%28EXCHG.80%29.aspx
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Exchange Management Console
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2. It is now going to check for some updates.

3. After any updates are performed, go to the Welcome screen. Type in a label for your intentions
and click "Next."

[ Welcome
[ Select atask

Ell Frostert cuort sk Enter an identilying label for this activiy. [ [test )

[0 Select & resub file to view

Enter Server and User Information

B View arepat [T Pettoim manual analyzis of raw data files (ignoe server and credentials snties below)

S5ee also )
O TheExd Server name [requied) |E}<
Troud =t
Assistant Help Dromain controller name (requiredf jaDC
[0 About the Exchangs
Troubleshooting
Assistant —_—

[ Send feedback and (%) Show advanced logon ophons
suggestions about this
toal bo Microsolt

[ Updates and Customer
Feadback

™ Hide miormational display
Selacting thiz oplion wall skip the indnadual databasze analysis resulls and recommendations and go to the File Headar Summary page.

s
| Getling Run Information |

4. It will check the connections to the domain controller and the Exchange Server.

5. On the next screen, select "Create a Recovery Storage Group."
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L] Welcome -
Select one of the following tasks
[ Select atask
El Resiat conert tesk Servel name: EX
[ Select a result file bo view Manage Databazes
B View a report Select one of the tasks below lo perform database management tasks.
See also B verity database and tancaction log files
L] The Exchange .
Troubleshootrg Analyze log dive space
Assistant Help
[] About the Exchange Repair databace
Troubleshaating
Assistant Show database related everit logs
] Send feedback and
I'-;I' u:gudl}'ls Manage Recovery Storage Group
b bécrazolt Select ore of the tasks below to manage the recovery storage groupn.
[ Updates and Customer
Feedback Cieale a iecavery daiage uwu)
Sleps: View R
Gattrn o Infoemat 1iew Hesults
Sel:c?T; h View the final results for all the tasks you performed.
Checking if nanning on Edge Tr.

£ Goto Results P,
Read Registiy Information &3 GotoResuks Page

6. Select the Storage Group (files previously restored) which will be linked to the Recovery
Storage Group. Click "Next."

L Select the Storage Group to Link with the Recovery Storage Group
[ Select a task
[ Restant cunent task Senver name: EX
£ sebctaresit e tovion | (I S S ——
B View 2 report The recovery dotage group is inked to an existing storage group. Dnly datsbases fiom the Inked storage group can be mounted in the recovesy storage
See also Group.
L ;“E""h‘“ﬁ;n B9 Previous B Hent
Assistant Help

7. The next screen can be left with the default settings. The Recovery Storage Group paths are

the location where the restored files will need to be copied later. Click "Create the Recovery
Storage Group."




R1Soft Continuous Data Protection®, Documentation, Version 3.18.2

[ Welcome

[ Select a task

[ Restart curent task

[ Select & resul file to view

B View 3 report

See also

[ The Exchangs
lﬁis!atHub

[ About the Exchange
Haiopzad

[0 Send fesdback and
toae Moo

[ Updates and Customer
Feedback

MnginmonEdg&
Read Registiy Information

Create the Recovery Storage Group

Server name; EX
Linked stoiage group: First Stosage Giowp

Recovery storage group name:

Tranzaction log file folder

Orginal storage group [Ennlog) log path:

|c:\Progm Files\Miciosof \Exchange Server\Mailbox\First Storage Group

System folder and checkpoint file folder
Original storage group [Enn.chk) path:

|0:\Propam Files\Microsoft\Exchange Sarver\M ailbox'\Fist Storage Group

Database folders and file names

Database name:

o

| Mailbox Database

@ Crmate the recovery storage gui.D

B Previous

8. Next, the result will be displayed. Click on "Go back to task center."

[ Welkome
[ Select 2 task
[ Restart cunent task
[ Select a result file to view
B View a report
See also
L The Exchange
Troubleshoaoting
Aszistant Help
[ About the Exchange
Traubleshoating
Aszistant
[ Send feedback and
shions aboul thes
to Microsolt
[ Updates and Customes
Feedback

Create the Recovery Storage Group Result

Sesver name: EX
Linked storage gioup name: First Stocage Gioup
Recovery storage group name; Recovery Starage Group

Display Result
[Aeads |

Results 2iem

= Printreport (2 Exportrepot 1 Find Aurangeby.  [Seveiiy |
Databace [Malbox Databace] has been added into the recovery storage group

Successiully created the recovery storage group

“You can now maove, copy of restore databasze and franzaction log files to the recovery storage group paths. When you ane ready to mount databases in
the recoveny storage group, go to the task center o start this analyzer again. f the domain controllsr pou specified 1= different from the domain controlls
that the Exchange server iz using, you may need lo wat for the change to be replicated.

|Erm Sesver and Uw Inforrn: &

4. Copying files from the CDP restore directory to Exchange Recovery Storage Group directory

Copy the files which you previously ran the Eseutil against to the recovery directory (normally
located under a folder of the storage group).
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% C:\Program Files'Microsoft\Exchange Server\Mailbox\First Storage Gr SGZ011021121235
Ele Edt Yiew Favortes Jook Help
Qock « ) - (¥ | D search [ poders [ 3 3 X 99 [ -
Adressl| = C:1Progrom FlestMirasoft\Exchange Server|Mabax\First Soroge GrauplRS620110211212357 )
T =
D e — el
Desktop a
1 (£} My Documents 7 Fle [Edt Wew Favorkes Toos Hep | &
Ei'&vcwm 13 Qbeck = O - (| O search [ Folders | [ 3 X 9| (@3-
ERU U, 8 -
Er Lacd:‘p:&:é:)) N | [0 cien E €
() Documents and Settings ‘\ Folders % | [Mame ~ Sze [ Type | bete Modfied =
@ () ExchangeSetuplogs [ Desitop | T £0000000043.Jog 1,024 KB Text Document 2[5{2011 12:17 PM
& 5 Inetpub M (3 My Documents [2! E0000000044 109 1,024KE  Text Document 2[9j2011 12:32 PM
= ) Program Fles F Hy Corputer [£) £0000000045 Jog 1,OZ4KE  Text Docurment 2192011 12:47 PM
B ) amak © 4 315 Flopgy (A1) (2 E0000000046.I0g 1,024 KB Text Document 2[9/2011 1:02 PM
& I Common Fles e Local Disk (C:) [2) £0000000047.Jog 1,024KE  Text Docurnenk 2192011 1:17 PM
) ComPlus Apphcations 3 Documents snd Seltings [2) E0000000048.Jog 1,024 KB Text Docurnent 2/9/2011 1:32 PM
@ () Internet Explorer [2) E0000000043 Jog 1,024 KE  Text Document 2/92011 1:47 PM
B £ Microsoft [2) 0000000050 J0g 1,024KE  Text Docurnent 29j2011 3:33PM
= () Exchange Server [2) E0000000051 Jog LO24KE  Text Document 2092011 3:48 PM
®en [2) £0000000052.Jog 1,024 KB Text Document 2[9/2011 1:11 PM
B € Centaceess [2 E0000000053.5og 1,024 KB Text Document 2[9/2011 4:18 PM
G ExchangeOaB 1LO24KE  Text Docueent 20912011 4:33PM
® £ Logging — 1,024KB  Text Document 2/9/2011 4:48 PM
E £ Maibox 1,024 K8 Text Docurnent 2[9/2011 5:03 PM
® (2 address 1,024 KB Text Docurnent 2/9j2011 5:18 PM
= () First Storage Group 1,024 K8 Text Document 2[9/2011 5:34 P
g - 3 1,024KE  Text Docurnent 23/2011 5:43 PM
15 RSG20110211212357 1,024KE  Text Document 2/9/2011 7:34 PM
a 1,024KB  Text Document 219/2011 7:49 PM
3 schema 1,024 KB Text Document 2[9/2011 5:12 PM
1,024KB  Text Document 2[9/2011 8:20 PM
1,024KB  Text Docunent 2/9/2011 8:35 PM
1,024 KB Text Document 2[9/2011 8:50 PM
1L,0Z4KE  Text Docurnent 219/2011 8:56 PM
1,024 KB Text Docurnent 2912011 8:56 PM
1,024 KB Text Document 2[9/2011 8:53 PM
1,024KE  Text Document 2[9/2011 10:16 PM
6,160KB EDBFle 2/11/2011 6:43 PM
2,064 KB EDBFle 2[9/Z011 8:58 PM

The result looks like this:

\Program Files'\Microsoft\ Exchange ServerMailbosx\First Storage Group\RSG201 102112
Ele Edit Yiew Favorites JTools Help
QBack ~ () - ¥ | ) search [ Falders | (3 3 X 9| [B-
Address |2 C:\Program Files\Microsoft|Exchange Server|Malbox|First Storage GreuplRSG20110211212357

I RSG20110211212357
) MDBTEMP
3 schema

5. Mounting Storage Group

Once the files have been copied to the Exchange Recovery Storage Group directory, they can be
mounted.
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1. From the Welcome screen under the "Microsoft Exchange Troubleshooting Assistant," click
"Mount Databases in the Recovery Storage Group."

L] ‘welcome

Select one of the following tasks
L] Select atask

[ Restant curent task senver name: B4

[ Select a resub file to view Manage Databases
B View a report Select one of the tasks below lo pedorm database management tasks
See also B verity database and transaction log fles
[ The Exchange .

Tru..tfﬂuot'rg B Analyze log dive space

Aszistant Help
[ About the Exchange Repair database

Troublechooting

Hasstant Show database related event logs
[} Send feedback and

sugpeshion: about this Manage Recovery Stor Grouw

tool to Micrasolt age fatoup

Select one of the tasks below lo manage the recoveny slorage group.
(D e o s dbses s ocovery s o)

[] Updates and Custormer
Feadback

Steps: Fiamave the recovery slorage gioup

Gettirgg Fun Information

Select Tack B Meige o copy mailbox contents

Checking if running on Edge Tr

Read Regisy Information Setup Dalabare can be cvemitten by restore’ flag

Erter Server and Uset Infod

2. Check which database to mount and click "Mount selected database."

L] Welcome -
Mount or Dismount Database
L] Sedect s bask
E] Flestart cument tack Server name: EX
Selecied shorage group: Recovery Storage Group
AN These databases are dismounted:
B view a report
i Databasze
See also =]
[ The Exchange
I ]
Assictant Help
[0 About the Exchange
Tioubleshooling
Aszsishant
[ Send feedback. and
ions about this
to Microsoft Cn oK s8iecisd dmh@
- Eeemw Customet Previous Ao back to task center

3. Once the database has mounted successfully, click on "Go back to task center."
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L] Welcome

[] Select atask

[ Restart cunent task

[ Select a el file to view
Bl Wiew a report

See also

[ The Exchange
Troublechooting

Bzsistant Help

[ About the Exchange
: c
Assistant

[] Send feedback and

ores aboud this

to Wiciosolt

Mount or Dismount Databases Report

Server name; EX
Selected storage group: Fecovery Storage Group

Information (1 iems
= Pritrepot (=) Expostrepot ) Find  Anange by
~ Deatabase [Maibox Datsbase] successhully mounted.

| Seveiy

Go back to task center

4. From the Task Center welcome screen, click "Merge or copy mailbox contents."

L] Welcome

[] Select atask

L] Fiestart cument task:

[ Select a result fle lo view
E View a repont

See also

L] The Exchange

Troubleshooting
Agzistant Help

] About the Exchange
Troublashooting
Agsistant

L] Send feadback and
suggestions about thiz
ool to Microzoft

L] Updates and Customer
Feedback

Sepe:

Select one of the following tasks

Sever namme: EX

Manage Databases
Select one of the tatks below to perficim databaze management tasks.

B Veity database and transaction log files
B Analyze log drive space

B Repai databace

Show database related event logs

Manage Recovery Storage Group
Select one of the tatks below to manage the recovery shodage group.

B Mourt or dismount databases in the recovery storage group

Q Remove the iecovery storage group

Gelting Run nformation
Select Task

Checking if tunning on Edge Tt
Read Registry Information
Enter Server and User Inf

@ Meige or copy maiboe -:mrlaftD

Setup Databaze can be ovenwntien by restore’ flag

5. Specify which database to use for the merge. Click "Gather merge information."
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L ‘Welcome

[ Select a task.

[ Restart current task

L] Select a resul fie to view

B View a report

See also

L] The Exchange
lmqu:

[ About the Exchange
Treubleshooling

L] Send ieedback and
about this
o Microsoft

Select a Mounted Database in the Recovery Storage Group

Server name: EX
Recoveny storage group name: Recovery Storage Group

JMPORTANT NOTE:
IF pou are merging mailbox data & part of & 'dial tone’ recovery stiategy, there 28 additional sdminishiative tasks that you must parfom aiter the data merge
completes. Refer bo Miciosoft Knowledge Base aicle hiipc /oo miciosolt comwink/ Minkid=30521k bid=282436,

Mounted databazes in the recovery storage group

Woeo0obe ____}}

Select & sounce database for menging of copang malbax contents, You will select other options and the menge of copy destinations later.

Gather metge information

B Previous

Click "Perform pre-merge tasks."

L] Welcome

[] Select atask

[J Restart cument task

[ Select a result fie 1o view

B wiew areport

See also

[ The Exchangs
Troubdeshooling
Assistant Help

[ About the Exchange
Troubdeshooling
Agzistant

[ Send feedback and
suggestions: about this
tood to Microsoft

6. Locate and check the mailbox needed to be recovered and click "Perform merge actions."

Select Merge Options

Server name: EX

Recovery storage gioup name: Hecowvery Storage Group
Selected database in recovery shosage group: Madbox Databaze

Recovery storage gioup database path: C\Program Files\Microsolt\E nchange Sesver\M albox\First Storage GrouphRSG20110211212357 M ailbox
Databare edb

Linked storage group name: Fist Storage Group
Lirked coiginal database name: Maibox Database
Linked criginal database path: C:\Program Files\Microsolt\Exchange ServerMalbostFirst Storage Group\Maibox Database edb

Pefarm pre-merge lasks

B Previous

[ Welcome

[ Select a task.

[ Restart cunent task

[ Select a result file ko view

B View a report

See also

[ The Exchange
ls:siduleb

[ About the Exchange
ot

[ Send feedback and

yvobie

[ Updates and Customes

Feedback

Steps:

Select Mailboxes to Copy or Merge

Server name: EX

Recovery stoiage gioup name: Recovery Storage Group
Linked storage group name: First Storage Gioup
Selected database name: Mailbox D atabase

Linked database name; Maibox Database

Matched mailboxes

[ Haibox GUID [E Name
40245317 b320-4359 beb7-BoibASI0T 05 /0=SPRINGFIELD/OU=EXCHANGE ADH

47379026 Teda-4b19-a5hi-4567=c 1 bGabl) A0=SPRINGFIELD/OU=EXCHANGE ADR

1 | i
Save | seectal | Unseiectan |
.

7. Mailbox is now restored.
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L] Welcome

L] Select alask

L] Restast cunent task

[] Sedect a result fle to view

B View a report

See also

[] The Exchange
Troubleshooling
Aszsistanit Help

[ About the Exchange
Troubleshooting
Agsistant

[ Send feedback and
suggestions
ool o Microgoft

[] Updates and Customer
Feedback

Display Mailbox Merge or Copy Result

Server name: EX

Recovery storage group name: Recovery Storage Group

Selected databate name in the recovery storage group: Malbox D atabase
Linked shorage group name: First Storage Group

Taigel database name: Malbox Datsbase

Merge Results  2iems)
0 Prrtiepot (&) Exportrepot 0 Find  Anangeby.  [Severty ~]

Mailbox [/D=5PRINGFIELD/OU=EXCHAMGE ADMINISTRATIVE GROUF [FDIBOHFZISFD -

Mailbox [/0=5PRINGFIELD/OU=EXCHAMGE ADMINISTRATIVE GROUP [FvDIBOHFZISFD -




