Restoring Windows Dynamic Disks

With CDP Enterprise and Advanced Edition, you can perform a Bare-Metal Restore of Windows
dynamic disks.

® Reference
Dynamic disk is a physical disk initialized for dynamic storage. Dynamic disks do not
use partitions or logical drives. They use a database to track information about
dynamic volumes on the disk and about other dynamic disks in the computer. Read
more about dynamic disks here:
http://technet.microsoft.com/en-us/library/cc737048%28WS.10%29.aspx.

. Note for Windows Dynamic Disks and Software RAID

1. If you are using Windows Software RAID, first restore your System Disk (e.g.,
C: ) while booted from Live CD.

2. Reboot into Windows.

Ensure the CDP Agent is running.

4. Use Windows Disk Manager to re-create your Dynamic Disk configuration (e.g..
spanned volumes or Software RAID).

5. Use CDP Bare-Metal Restore Wizard to restore the remaining dynamic disks,
mapping filesystems to the dynamic disks you created using Windows Disk
Manager.
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1. Loading Agent in Recovery Mode and Installing the Server Key

Follow the instructions below to load the Agent in Recovery mode and to install the Server Key.
1. Boot the Agent from Live CD or PXE Network Boot.

2. Then you may need to configure the network settings.

3. To add the server key to the Agent, run the following command on the Agent machine:

................................................................................................................................................................................................



http://technet.microsoft.com/en-us/library/cc737048%28WS.10%29.aspx
http://wiki.r1soft.com/display/CDP/Configuring+Network+for+Bare-Metal+Restore

| #r1soft-setup --get-key [Server_URL]

rizsoft-recovery: "1t| risoft-setup et-key hitp:--

Hey "172. .3.51" =succes: Tully nstTalled
rlsoft-recoveru:™#

© Note
The - - get - key function downloads the Key from the Server. For this option to work,
the Server should be up and accessible from the Agent via the network.

2. Restoring Windows System Volume

Follow the instructions below to start the Bare-Metal Restore of the Windows system (boot)
Volume.

1. Click on "Recovery Points" in the Main Menu to open the "Recovery Points" screen.

Enterprise Edition LiveCD Server, PXE Server

J Dashboard =l Dashboard

2 Users j Policy
a Disk Safes & Recovery Puints\;
J Policy Task History

/ Sy .
& Recovery Pnints/_ ..;J Reporting

Task History ';:"J Configuration

[ -
:} Reporting

‘-:}'J Configuration

2. Select an Agent from the drop-down menu located on the "Recovery Points" list toolbar.

U] Aqenli'-_;\linduws 2008 with ¢ '\' W Disk Safe Safe for Windows dyr ~ L
r 82 ~) Created On + | @ State @ Devices
i Mar 29, 2011 4:47:21 PM @ Available Q4 @7a
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3. Select a Disk Safe from the drop-down menu located on the "Recovery Points" list toolbar.

B agent Windows 2008 with ¢ ™| W Disk saidgafe for Windows dyr")- % ] 3 ] : )
© ElI1d - (¥ Created On + O State @ Devices
r i Mar 29, 2011 4:47:21 PM & available 24 @'?a

4. In the "Recovery Points" list, click on the "Bare-Metal Restore" icon in the "Actions" column for
the Recovery Point from which you are going to restore.

B agent Windows 2008 with ¢~ W) Disk safe Safe for Windows dyr ~ i ] 9 ] ‘)

T EJId - |(¥) Created On + O State @ Devices

r o1 Mar 29, 2011 4:47:21 PM @ Available @4 a@s
O Tip

To find a Recovery Point, you can use the Basic and Advanced List Filters. See
Customizing the Recovery Points List.

5. The "Bare-Metal Restore" window opens.

7 Bare Metal Restore

= |
I-lmmdmuon o Introduction
® Choose Filesysiems
 Host This wizard will guide you through the options available for a bare metal restore.

# Restore Storage Configuration | You will need to choose the filesystems to resiore, choose the host to resiore to, optionally resiore partition tables on the
. target host, map the chosen filesystems, and set the restore options.
 Choose Partiion Tables

I Select Partition Tables I you are resioring your system partition (e.g. /, /ooot, /oin /lib, etc) please ensure your physical or virtual machine is booted
o ' from one of the available COP disaster recovery madia,
B Map Parition Tables

b Feslore Panilion Tanles | pisager recovery media compatible with CDP Enterprise Server version 4.2.0 is avallable here:

# Choose Software RAID Devit | niipyidownload rlsofcomid/boot-media/d 2.0/
¥ Choose LVM Volume Groups

B+ Select LVM Volume Group: | ] Show this tip next time
B Map LVM Violume Groups
b+ Restore LVM Violume Grou

& Map Filesystems

¥ Restore Options

B Summary

€ oo (3 en ][ Restore ][ @ Cancel ]

6. Look through the information on the Introduction screen and click "Next."

| € { | P next ]I}J Restore [] @ cancel [
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O Note
Hereinafter on this page there are some changes (for version 4.2.0). Please refer to
this link Bare-Metal Restore Device Auto-Mapping explaining the new feature:
Bare-Metal Restore Device Auto-Mapping.

On the next page, select the disk where the Windows system has been previously installed. In
our example, we select disk C:\. If you are restoring Windows 7 or Windows 2008 R2, you should
also restore the hidden boot partition (it is the first partition marked for the restore in the
screenshot below).

9 Tip
You can restore all disks in a single operation. In this case, select all check-boxes.

| 7 Bare Metal Restore <]

@ Introduction
I Choose Filesystems

_J Choose Filesystems

» Host The first step for & Bare Metal Restore is to select the filesystems you want io restore,
¥ Restore Storage Configuration | Atleast one filesystem must be selected to perform the restore.
B Choose Panition Tables
I Select Partition Tables + E\‘ c:y
b+ Map Paniton Tables + % D

[» Restore Partition Tables
I Choose Software RAID Devic
¥ Choose LVM Volume Groups
B Select LVM Volume Group:
B Map LVM Volume Groups
B+ Restore LVM Volume Grou
¥ Map Filesystems
# Restore Options
¥ Summary

Click "Next" to proceed to the following step.

€ Back I ¥ next |b 1§ Restore || @ Cancel | ‘

8. On the next screen, select the "Restore to Original Host" option.



http://wiki.r1soft.com/display/CDP/Bare-Metal+Restore+Device+Auto-Mapping
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(Jﬂllilllhlm

B

@ Introduction
® Choose Filesysiems
P Host
@ Restore Storage Configuration
B Choose Pantition Tables
[ Select Partition Tables
[+ Map Paniton Tables
B+ Restore Partition Tables
¥ Choose Software RAID Devices
B Choose LVM Violume Groups
B Select LVM Volume Groups
I Map LVM Violume Groups
B Restore LVM Volume Groups
¥ Map Filesystems
¥ Reslore Options
@ Summary

! Hast

When performing a bare metal restore, you have three options for selecting the host:

® Restoring to the original host will connect o the hosiname and port configured when the recovery point was
created.

® Restoring to an alternate agent will connect to the selected agent's hostname and the specified port

® Resioring to an alternate hostname will connect o the specified hostname and port.

eslore to Original Host

() Restore to Alternate Agent

Agent -
() Restore to Alternate Host NamefiP

Host Name/IP

Port

Click "Next" to proceed to the following step.

9. On the "Restore
Restore" option.

mﬁ]} § Restore ]] acanc_ull H

Storage Configuration" screen, choose the "Select Storage Configuration to

7 Bare Metal Restore

B

@ Introduction
® Choose Filesysiems
#» Host
» Restore Storage Configuratiol
I Choose Pantition Tables
B+ Select Partition Tables
B+ Map Pantition Tables
[ Restore Pariition Tables
¥ Choose Software RAID Devic
¥ Choose LVM Volume Groups
B Select LVM Volume Group:
[ Map LVM Violume Groups
B Restore LVM Violume Grou
¥ Map Filesystems
¥ Reslore Options
@ Summary

‘) Restore Storage Configuration

When performing a bare-metal restore you can use the existing storage configuration on the target host or restore the storage
configuration available in your recovery point.

Linux storage configuration may inciude one or more of the following:

* Parition Tables

& Master Boot Records

® Sofware RAID (MD) Configuration

* Logical Volume Management (LVM) Configuration

(T Use Existing Storage Configuration
Ilct Storage Configuration to Restore

Click "Next" to proceed to the following step.
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| € Back(]| ¥ Next [ F Restore || @ Cancel | ‘

9.1 On the next screen, select the "Select Partition Tables to Restore" option. Selecting this
option lets you pick partition tables from the Recovery Point to restore to the target Agent.

5%

7 Bare Metal Restore

8 Introduction .) Choose Partition Tables

® Choose Filesysiems

% Host When performing a bare metal restore, you have two options for choosing the partition tables:

# Restore Storage Configuration #* Using the existing partition tables will use the partition layout already present on the target host

B Choose Partition Tabies * Selecting partition tables will let you pick partition tables from the recovery point to restore to the target host.

e Select Partition Tables

= Map Partition Tables ~ .
I Restore Parttion Tables () Use Existing Partition Tables on Host

I Choose Software RAID Devit '“‘ Partition Tables to Restore

I Choose LVM Violume Groups
B Select LVM Volume Groups
B Map LVM Violume Groups
> Restore LVM Violume Grou

@ Map Filesystems

@ Restore Options

@ Summary

Click "Next" to proceed to the following step.

| € Back(|| ¥ Next [B(F Restore || @ cCancel | ‘

After the "Select Partition Tables to Restore" option is selected, three (3) additional steps arise:

® Select Partition Tables
® Map Partition Tables
® Restore Partition Tables

9.1.1 Selecting Partition Tables

Select the partition table layout(s) for the filesystems you want to restore.
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I
| .\? Bare Metal Restore =)

|{| & Introduction

@ Choose Filesystems
» Host *fou need o choose appropriate partition table layouts for the filesystems you want to restore.

= Select Partition Tables

# Resiore Storage Configuration  Atleastone partition table must be selected to perform the restore.
¥ Choose Partition Tables
> Select Partition Tables |- @\.\PHYS]C&LDRWEU
= Map Parition Tables
[ Restore Partition Tables
B Choose Software RAID Dewvic
¥ Choose LVM Violume Groups
B Select LVM Volume Groups
B Map LVM Volume Groups
[» Restore LVM Violume Grou
¥ Map Filesystems
@ Restore Options
@ Summary

O Tip
To display the partition table properties, click on the "Plus" icon in front of the
partition table's name.

® Content Type - Either MBR (Master Boot Record) or another special type of
partition.

Size - Size of the partition table in gigabytes.

Number Of Sectors - Shows the total number of partition table sectors.
Sector Size - The value of the sector in bytes.

Serial Number - Full serial number of the partition table.

Partitions - The list of partitions allocated with the partition table.

Click "Next" to proceed to the following step.

| £ Backq_[-)_rdex; HI J Restore H @ Cancel | |

9.1.2 Mapping Partition Tables

After choosing partition tables to restore, map the selected Partition Table(s) Recovery Points to
physical Disks in the Target Agent. From the drop-down menu, select the physical Disks you are
going to restore to.

You are provided a table that allows you to map the chosen partition tables to physical Disks on
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the Target Agent. You can see as many lines in the table as the partition tables selected for
restore. Each partition table must be mapped to a physical Disk on the Target Agent before

proceeding.

.3 Bare Metal Restore

® Introduction /4 Map Partition Tables

@ Choose Filesysiems -

@ Host Afier choosing partition tables to restore, you need to map the partition tables to the disks on the target host.
The target disk must be large encugh to hold the partition table, and each target disk can only be selected once.

@ Restore Storage Configuration

B Choose Pantition Tables You must map all the partition tables selected for restore before proceeding,

I+ Select Partition Tables
> SpPutim i * \\.\PHYSICALDRIVEQ AN\PHYSICALDRIVED -] T
B+ Restore Partition Tables \\\PHYSICALDRIVED

MOR - 232.5 08 - WL2S0GSARY3

I Choose Software RAID Devic

B Choose LVM Violume Groups
B Select LVM Volume Growps
B Map LVM Volume Groups
I+ Restore LVM Volume Grou

¥ Map Filesystems

@ Reslore Oplions

¥ Summary

F 2.9 GB - WL2S0GSAS7 28
Whwolurne{b21dfcS1-9562-11e1-9fc9-B06d617 26 96F
HTFS - 48.8 GB

\\PWolume {e0823996-9568-11e1-b738-85aedde1 baff
NTFS - 184.1 GB
_ld'

After selecting the Disks, click on "Next" to proceed to the next page.

€ Back I ¥ next |b 1§ Restore || @ Cancel |

9.1.3 Restoring Partition Tables

Perform the partition table restore by clicking on the "Restore Partition Tables" button. Once
confirmed, the Partition Table Restore will be initiated. A busy indicator will be displayed while
the restore is in progress. Restoring the partition table should not take a lot of time because the

partition table fits into one 512-byte sector.

® Notice
Restored partition tables will overwrite the existing partition table layout on the target

devices.

When the process is over, click "OK" in the notification pop-up.

Successfully restored partition tables

ok D
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Click "Next" to proceed to the following step.

£ Bnaﬂ_ P next P § Restore || @ cancel | ‘

10. Then on the "Restore Options" screen, select the "Reboot After Restore" option.

| 7 Bare Metal Restore (=

# Infroduction qﬁ? Restore Options
@ Choose Filesystems

» Host You have several options you can set when performing the Bare Metal Restore:

@ Resiore Storage Configuration
B Choose Panition Tables
B Select Partition Tables
= Map Parition Tables
> Restore Partition Tables
¥ Choose Software RAID Devic
¥ Choose LVM Volume Groups
B Select LVM Volume Group:
B Map LVM Violume Groups
I Restore LVM Violume Grou
# Map Filesystems
I+ Restore Options
@ Summary

* Rebool the target host atter the restore is performed
* Check the filesystems afier the restore is performed

eboot Atter Restore
heck Filesystems After Restore
[ Rebuild Swap Partitions

Click "Next" to proceed to the following step.

£ Bnaﬂ_ P next P § Restore || @ cancel | ‘

11. On the "Summary" page, you will need to confirm the selected Bare-Metal Restore options.
Each selected filesystem is listed, along with the name of the target device it is being mapped to.

E®

\7 Summanry

 Restoring to original host
 Rebooting After Restore
I Filesystems Being Restored

Source Target
£ Jdevihdal
| Ciy fdevwihda2

Click "Restore" to start the Bare-Metal Restore task.
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: > ﬂ \§ Restore LD@ Cancel ]

12. The data Restore is initiated. Click "OK" in the notification pop-up.

Restore scheduled

D Tip
The Task results can be sent via email as a Report. See Reporting.

13. The Restore process will start. It can take a while because a lot of data (several gigabytes)
should be transmitted over the network. You can go to the "Task History" screen to monitor the
task progress. See Accessing Task History.

The Task History page displays the State, Alert, Type, Progress percentage, and the Started
time stamp of the Bare-Metal Restore process.

© State- & alert - [g] Type @ Name @ Agent Name ¥) Scheduled ) Run Time
[*4 i\ ) Windows 2008 witt 3/29/11 7:22 PM 23m 13s = :)
4 i J Windows 2008 witk  3/29/11 6:29 PM 20m 31s [ ]
4 @ Backup dynamic dis Windows 2008 witk 3/29/11 4:47 PM 27m 45s (=)
v % Big Hypery 3/13/11 2:10 PM 32m Ss )
v "] Backup HypersV Wir Big Hypery 3/9/11 7:24 PM 41lm 12s =
1 Y1 10 Items Per Page
© Summary | G Devices | &) Alerts | ] Logs Task
Bare Metal Restore Summary -
Success @ Devices Restored I 2 [ 2
B Metal Resto leted . .
sjcr:gessgfjly Share compiets £ Devices Failed 0
Statistics -
3 Restore Run Time 23m 12s & Average Throughput 9.4 MB/s
=2 Total Deltas 4.2 GB -» 6.5 GB (ratio 0.6:1)

14. When the process is complete, the server being restored should reboot automatically. If for
some reason it does not reboot, you can reboot it by pressing Ctrl-Alt-Del or by executing the
reboot command in the root shell.


http://wiki.r1soft.com/display/CDP/Reporting
http://wiki.r1soft.com/display/CDP/Accessing+Task+History

2 Notice
Make sure you eject the Disk from the CD-ROM drive so the server will boot from the
hard Disk.

D Note
If the Disk you used for your Bare-Metal Restore is larger than the Disk you backed
up previously, the free space on the new Disk will remain free. You can create a new
Partition in this space.

3. Booting Windows

Once the system disk has been restored, boot Windows.

4. Configuring Windows Dynamic Disks

After restore, only disk C will contain all the data it should contain. All the other disks -- called
"Simple Volumes" -- will be created, but will remain unformatted. You should use Windows Disk
Manager to format them and then restore data to them.

® Reference
Disk Management is a system utility for managing hard disks and the volumes or
partitions that they contain. Disk Management enables you to perform most
disk-related tasks.

1. Run the Windows Disk Manager.

2. Create the necessary dynamic drives.

3. Format the unformatted Simple Volumes (in this example, disk D).
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B Server Manager

File Action View Help

e AmHD DX =0 6=

Gk Server Manager (DYNAMO) Disk Management  Yolume List + Gray ew I Actions
e e Lot 1o | P sy S ] ok amopement
) jgm Ciagnostics = (C) Smple  Dynamic  NTFS Healtvy (Boot, Page File, Crash Dump) 15.90GE  8.37 ¢ More Actions »
) i} Configuration (D) Simple  Dynamic  RAW Healthy 24.00GE  24.00
= E! Storage AIR1Sct Boot CD(E:) Smple  Basic ChFS Healthy (Primary Partition) 130MB  OME
s Windows Server Backup ¥ SystemReserved  Simple  Dynamic  NTFS Healthry (System) 100ME  FZMB
= Disk Management:
4| | |
L_sDisk 0 .
Dynamic System Rese || (C:) (o)
40,00 GB 100 MB NTFS 15.90 GB NTFS 24.00 GB RAW
Oniire Healthy (Syster | |Healthy (Book, Page File, Crash Dur |} Healthy Open
Explore
—irp-romp | Exkend Vome. .
CD-ROM R1Soft Boot (D (E:) Shaink Vohma. ..
130M8 130 MB CDFS i
Oriiree Healthy (Prifary Partition) dd Hrrar..,
Heactivate Volime
Properties
W Unallocated [l Primary partition [l Simple volume e
[

Find more information here:

Disk Management in Windows XP

Disk Management in Windows Server 2008 R2
Disk Management in Windows 7

Disk Management in Windows Server 2003

5. Restarting CDP Agent

When all the volumes are formatted, you should restart the Agent. See Restarting CDP Agent.



http://support.microsoft.com/kb/309000
http://technet.microsoft.com/en-us/library/cc771097.aspx
http://technet.microsoft.com/en-us/library/cc770943.aspx
http://technet.microsoft.com/en-us/library/cc737216(WS.10).aspx
http://wiki.r1soft.com/display/CDP/Restarting+CDP+Agent
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Agent ) Lz the hickes to select a port and Apply to activate the changes. Once done, you waill
have to restat the agent sarvice for wour changes to take effect

COP Agent Pot [ 1167
Agenit debug mode

Lpply Cancel

6. Restoring Simple Volume Filesystems
Use CDP to restore a dynamic disk filesystem.

1. Click on "Recovery Points" in the Main Menu to open the "Recovery Points" screen.

Enterprise Edition LiveCD Server, PXE Server

.*| pashboard .| pashboard

2 Users ,‘j Policy
‘ Disk Safes 6 Recovery Points |

,j Policy E Task History
E Task History i:? Configuration

[ o
_:;) Reporting

ﬁ:? Configuration

2. Select an Agent from the drop-down menu located on the "Recovery Points" list toolbar.
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U] Agenﬁ wWindows 2008 with ¢ ~ )W Disk Safe Safe for Windows dyr ™ [ % | | ] P

[ gl1d - ¥) Created On o - O State G Devices
i Mar 29, 2011 4:47:21 PM @ available 24 @'y?a

3. Select a Disk Safe from the drop-down menu located on the "Recovery Points" list toolbar.

B agent Windows 2008 with ¢~ W) Disk safelSafe for Windows dyr ~ i | E ] §

I E1d - %) Created On - O State @ Devices
r o1 Mar 29, 2011 4:47:21 PM @ Available 94 €@?a

4. In the "Recovery Points" list, click on the "Browse" icon in the "Actions" column for the
Recovery Point from which you are going to restore.

B agent Windows 2008 with ¢ ™ W) Disk Safe Safe for Windows dyr ~ 3 | E ] )
© 8 Id - (¥ Created On + | © State @ Devices
o1 Mar 20, 2011 4:47:21 PM @ available X ] 9

O Tip
To find a Recovery Point, you can use the Basic and Advanced List Filters. See
Customizing the Recovery Points List.

5. The "Browse Recovery Point" window opens.

‘ﬁd Browse Recovery Point

i)

| ﬂ Location |
™ mName *  Size Access Time Maodify Time
@ C: Mar 29, 2011 4:47:21 PM  Mar 29, 2011 4:47:21 PM
o D Mar 29, 2011 4:47:21 PM  Mar 29, 2011 4:47:21 PM

See also: Browsing Recovery Points.

6. Select the check-boxes next to the files and folders you want to restore.

\_‘QJ Browse Recovery Point

E=) (@]

| gLu:ation 0:

I Name * Size Access Time Modify Time

r OSRECT’CLE.BIN Mar 29, 2011 4:16:01 &M  Mar 29, 2011 4:16:01 &M
J books Mar 29,2011 3:57:19AM  Mar 29, 2011 3:57:19 AM
J System volume Information Mar 29,2011 5:14:09 PM  Mar 29, 2011 5:14:09 PM

7. Once the files and folders are selected, click on "Restore Selected."
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@ Browse Recovery Point EE l
y Restore Selected |
I Name +  Size Access Time Modify Time
r [j $RECYCLE.BIN Mar 29, 2011 4:16:01 AM  Mar 29, 2011 4:16:01 &M
™ J books Mar 29,2011 2:57:19AM  Mar 29, 2011 3:57:19 AM
I J System Volume Information Mar 29,2011 5:14:09 PM  Mar 29, 2011 5:14:09 PM

8. The "Restore Files" window will open.
9. Specify the following options:

® Restore to Agent - Select the Agent with dynamic disks you have just created.
® Restore to Folder - In our example, we select "Original Location."

ﬁ Restore Files B[ [

ﬁ Restore to Agent
)

Agent @induws 2008 with dynamic dis )

T Host Name/IP

Port Mumhber

LJ Restore to Folder

@Jriainal Location  alternate Location
™ Overwrite Existing Files

{ﬁ) Advanced Options

¥ Estimate Restore Size
¥ Restore Discretionary ACLs (File Permissions)
¥ Restore System ACLs {Audit Rules)

| # Restore | | @ Cancal |

10. Click on "Restore."
H (| ¥y Restore # @ Cancel ‘

11. A notification window will inform you that the Restore task has been scheduled. It means the
Task has started. The "Reporting" screen displays the progress of the Task.

Click "OK" in the displayed window.

Success
Restore scheduled

(Cox D
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O Tip
The Task results can be sent via email as a Report. See Reporting.

12. To view the Restore Task details, access the "Reporting" window. See Accessing Task
History.

© State- @ Alert: [§] Type O Name & Agent Name ) Scheduled 2) Run Time
¥ ] ! [ ‘Windows 2008 witt  3/30/11 7:36 PM 16m 20s ﬂ:)_
4 i J Windows 2008 witk 3/29/11 7:22 PM 23m 135 =
L4 \ ) Windows 2008 with  3/29/11 6:29 PM 20m 31s 5]
L4 (" ] Backup dynamic dis Windows 2008 witk 3/29/11 4:47 PM 27m 45s =
v 1 Big Hypery 3/13/11 2:10 PM 32m S5 %]
"4 @ Backup Hyper-y Wir Big Hypery 3/9/11 7:24 FM 41m 125 H
1 /1 10 Items Per Page

@ Summary | [J Files Restored | &\ Alerts |- Logs | ‘&3 Restore Settings Task

File Restore Summary

Success D Files Restored — 1,550 / 1,589

File restore completed successfully & Files Failed 0
Progress -
& Average Speed a7, 7 KB/s (peak 23 MB/s) G Current Speed
& Time Remaining gs & Time Elapsed 16m 9s (size calculation 9s)

918.7 MB f 918.7 MB

Yerbose Status:



http://wiki.r1soft.com/display/CDP/Reporting
http://wiki.r1soft.com/display/CDP/Accessing+Task+History
http://wiki.r1soft.com/display/CDP/Accessing+Task+History

