API - Deleting Resellers, Power Users, and their
Associations

The following example demonstrates how to delete resellers, Power Users, and their
associations. A PHP file called

Del et e_Resel | er _Power _User _And_Thei r _Associ ati ons. php can be found in
<i nstal |l di r>/ api sanpl es. Read more in Accessing Example API Functions.

The PHP script finds and deletes objects in the system and prints the following result messages
on the screen:

"Successfully retrieved all the users" / "No user found with the specified ID" / "Failed to get
the specified user"

"Successfully retrieved all the agents" / "No Agents are owned by the specified user" /
"Failed to get the specified agent"

"Successfully retrieved all the volumes" / "No Volumes are exclusively assigned to the
specified user" / "Failed to get all volumes"

"Successfully retrieved all the diskSafes" / "No Disksafes are associated with the agents
owned by the user" / "Failed to get all Disk Safes"

"Successfully retrieved all the policies" / "No Policies are associated with the disksafe
assigned to the agents owned by the user" / "Failed to get all the policies"

"Failed to delete user" / "User deleted successfully”

"Failed to delete all policie(s)" / "All policie(s) deleted successfully"

"Failed to delete all Disk Safe(s)" / "All Disk Safe(s) deleted successfully"

"Failed to delete all Agent(s)" / "All Agent(s) deleted successfully"

"Failed to delete all Volume(s)" / "All Volume(s) deleted successfully"

Sequence of Automated Actions

The following steps can be accomplished by using this script:
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. Get a user with the specified ID. If the ID does not exist, then exit or store the user ID.

Get Agent IDs which have the specified user ID as their owner. Store all of these Agent
IDs.

Get Disk Safes which have the specified Agent ID. Store the Disk Safe IDs.

Get policies which contain Disk Safe IDs in the Disk Safe IDs list. Then store the Policy IDs.
Delete all Policies using the Policy IDs stored in the above step.

Delete all Disk Safes using the Disk Safe IDs stored in the above step.

Delete the Agent using the stored Agent ID.

Delete the Volume using the stored Volume ID.

Delete the User using the stored User ID.
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How to Fulfill Appropriate Actions in the CDP User Interface

Below, you can find the steps to take in the program user interface in order to perform the same
actions as the script. We also provide you with screen-shots illustrating the scripts for every step.

Defining Server Configuration Parameters | Retrieving a User | Retrieving Agents | Retrieve Disk
Safes | Retrieving Policies | Deleting the User and its Associations | Deleting the Agent, Disk
Safes, and Policies | Deleting Volume

Defining Server Configuration Parameters

date _default_timezone_set(' America/Chicago');

H#HHH#H====CDP Server Configuration Start=—==##HHHHHH#
#set CDP server host name

$HOST="127.0.0.1";

#set CDP server to access API

$PORT="9443";

#set CDP user

$USER="admin";

#set CDP user password

$PASS="admin";

HHHHHH#H====CDP Server Configuration End====######

HitHA#====SetUser |D to be deleted Start====##H#H
$ID =" dcad5f7c-27d0-46d0-86b2-24741b6bf 25" ;
A== ==SetUser |D to be deleted End====H#HHH##

= Rittp: (/127.0.0.1:3443 e

2 Continuous Data Protection® - Enterprise Edition

Login
Usernamea |admin
Password lassss

|

£ Copyright 2006-2012 Idera Inc.

Retrieving a User

HiHHHH#H#H====Get User Start====H#HHHH

try{
$user Client = new soapclient(" https://$HOST: $PORT/User 2wsdl"

array(‘login'=>" $USER",
'password'=>"$PASS",
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'trace'=>1,

‘cache wsdl' =>WSDL_CACHE_NONE,

‘features => SOAP_SINGLE_ELEMENT_ARRAYS
)

);

#get all theUsers

$allUser s=$user Client->getUser s();

echo " Successfully retrived all theusers\n”;

foreach($allUsers->return as $tmp) {
I check to seeif the specified user id matchesthe any of theretrived user ids
if (isset($tmp->id) & & $tmp->id == $ID){
/l'if it matches storetheid
$selectedUser I D = $tmp->id;
break;
}
}

I'if nothing matches then exit the program

if (lisset($selectedUser I D)){

echo" No user found with the specified ID $ID \n" ;
exit(1);

}

catch (SoapFault $exception)

{

echo " Failed to get the specified user \n";
echo $exception;

exit(1);

}

HittHHHH—===Get User End====t##HHHH#

1.1 Get the User with the specified ID.

To find a User by username, follow the instructions below.

©® Note
While the script searches by User ID, we search by username in the CDP interface.

*.| pashboard

a Recovery Points

Task History

A
9 Reporting

‘;.'? Configuration
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Users

op Create New User

@ Basic List Filtker

1.2 Click "Filter."

| 3 Basic List Filter ===

o Identification
||E| £ Username Starts With ul \api
[ £ Name =

.3. User Type [CJsuper-User @awar-Usar [Jsub-User

[0 2 E-mail v

(] % Filter

|

1.3 The found Users are displayed in the list.

P

[0 &) Username + ) Name ) E-mail Address

O api1 Multi-Level Reseller Ed-F 1
Retrieving Agents

HHHAAHH—===CGet Agent Star t====#H##HHHHH#

try{
$agentClient = new soapclient(" https://$HOST: $PORT/Agent?wsdl",

array(‘login'=>"$USER",
'password'=>"$PASS",
'trace'=>1,
‘cache_wsdl' => WSDL_CACHE_NONE,
'features => SOAP_SINGLE_ELEMENT_ARRAYS
)
)
# get all the agents
$allAgents=$agentClient->getAgents();
echo " Successfully retrived all the agents\n“;
$selectedAgentl Ds = array();
foreach($allAgents->return as $tmp) {
/I check to seeif the specified agent hasthe specified user as owner
if (isset($tmp->ownerld) & & $tmp->owner|d == $selectedUser | D){
/I if it matches storetheid
array_push($selectedAgent! Ds, $tmp->id);

}

if (lisset($selectedAgentl Ds) || count($selectedAgentl Ds) == 0){
echo" No Agents are owned by the specified user \n" ;

}
}
catch (SoapFault $exception)
{

echo " Failed to get the specified agent \n";
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echo $exception;
exit(1);
}

HHHRRH====Get Agent End====####HHHH

Get all Agents which have the specified user ID as their owner.

Select the "Agents" tab to list all associated Agents.

[0 &) username = &J Name & User Type F] E-mail Address a a L= -]
O api1 Multi-Level Rese Power-User 1 -- 1 2 e it
1y pln}

Items Per Pa

a User Details for apil

& Details | @& Sub-Users | & Volumes

Name Host Name/IP Parmissions
Multi-Level Reseller's (Owner) Agent1 PRA%Ea @,
localhost Iocalhost PRAG%Ea Q@

Retrieve Disk Safes

HitHAHH====Get Volumes Star t====####HHHH

try {
$volumeClient = new soapclient(" https://$HOST:$PORT/Volume?wsdl" ,
array(‘login'=>" $USER",
'password'=>" $PASS",
"cache wsdl' => WSDL_CACHE_NONE,
'features => SOAP_SINGLE_ELEMENT_ARRAYS,
'trace'=>1)
);

$allVolumes=$volumeClient->getVolumes();

echo " Successfully retrived all the volumes\n";

$selectedVolumel Ds = array();

foreach($allVolumes->return as $tmp) {

/I check if the user isassigned the volume and the user isthe only user in the assigned list

if (isset($tmp->user1 Ds) & & count($tmp->userIDs) == 1 & & in_array($selectedUser 1D, $tmp->user1 Ds)) {
/I'if the above condition istrue put the volume in the volumeid in the selectedVolume ist
array_push($selectedVolumel Ds, $tmp->id);

}

}
if (lisset($selectedVolumel Ds) || count($selectedVolumel Ds) == 0){
echo" No Volumes are exclusively assigned to the specified user \n" ;

}

}

catch (SoapFault $exception)

echo " Failed to get all volumes\n";
echo $exception;

exit(1);

}

HitHRH#H====Get Volumes Star t====####HHHH
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HiH—===Get Disk Safes Star t====tHHHHHHt
try{

$disk SafeClient = new soapclient(" https://$HOST : $PORT/Disk Safe?wsdl" ,
array(‘login'=>" $USER",

'password'=>" $PASS",

'trace'=>1,

‘cache wsdl' =>WSDL_CACHE_NONE,

'features' => SOAP_SINGLE_ELEMENT_ARRAYYS)

);

/I retrive all theids

$allDisk Safes = $disk SafeClient->getDisk Safes();

echo " Successfully retrived all the diskSafes\n";

$selectedDisk Safel Ds = array();

foreach($allDisk Safes->return as $tmp) {

/I check if the disksafe has a valid agent set and it'sid == the agent to be deleted

if (isset($tmp->agentID) & & in_array($tmp->agent| D, $selectedAgent! Ds)){
I'if the condition istrue store then storetheids
array_push($selectedDiskSafel Ds, $tmp->id);

}

if (tisset($selectedDisk Safel Ds) || count($selectedDiskSafel Ds) == 0){

echo" No Disksafes are associated with the agents owned by the user \n" ;
}

}

catch (SoapFault $exception)

{

echo " Failed to get all diskSafes\n";
echo $exception;

exit(1);
}

HittHHHH—===Get DiskSafes End====tHHHH

1. Select the "Volumes" tab to list all assigned Volumes.

[0 &) Username = EJ Name & User Type _ E-mail Address a1 a L ]
O api1 Multi-Level Rese Power-User 1 1 2 o it
1 1 10
Items Per Pa

a User Details for apil

& Details | g2 Sub-Users 2 Agents
Mame - Description
Multi-Level Reseller's Volume1 @,

2. Click on the "Detail" icon in front of the Volume to drill down to the Disk Safes.
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2 User Details for apil

a Details &3 Sub-Users ® Volumes i Agents
Name Description
Multi-Level Reseller's

Volumel

®

3. In the displayed window, select the "Disk Safes" tab to list the Disk Safes assigned to the
selected Volume.

" Volume Details for Multi-Level Reseller's - Yolume Details for Multi-Level Reseller's

% Details (| ) Disk Safes ) @ Users | [z Limits

state [¥] @ Open [#] @ Closed

0 Name & On Disk Size =g Deltas
2 Multi-Level Reselli 3.7 MB

@ Devices

@ Recovery Poil
0 bytes (0) v}

0 @,

Retrieving Policies

HHHHH#H====Get policies Star t====###HHH

if (count($selectedDiskSafel Ds) > 0){
try{

$policyClient = new soapclient(" https://$HOST: $PORT/Policy2?wsdl" ,
array(

llwi nl:>ll $U$Rll s

'password'=>" $PASS",

‘cache wsdl' => WSDL_CACHE_NONE,

‘features => SOAP_SINGLE_ELEMENT_ARRAYS,
'trace'=>1

)
)i
1/ get all the policies
$allPolicies = $policyClient->getPolicies();

echo " Successfully retrived all the policies\n";
$selectedPolicyl Ds = array();

foreach($allPolicies->return as $tmp) {

/I check to seeif disksafeid of the policy belongsin thelist selectedDisk Safel Ds
if (in_array($tmp->diskSafel D, $selectedDisk Safel Ds)){

/1'if the condition istrue save the policy id

array_push($selectedPolicyl Ds, $tmp->id);
}

if (lisset($selectedPolicyl Ds) || count($selectedPolicyl Ds) == 0){
echo" No Policies are associated with the disksafe assigned to the agents owned by the user \n"
}

catch (SoapFault $exception)
echo " Failed to get all the policies\n";
echo $exception;
exit(1);
}
HiHHHH—=—==Get Policies End====#####HH##
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Get all policies which contain Disk Safe IDs in the Disk Safe IDs list. Then store all of the Policy
IDs.

Deleting the User and its Associations

tHrHtH====Delete User Start===c=##HH
try {

#finally delete the specified user
$user Client->deleteUser Byl D(array(' user | D' =>$selectedUser | D));
}

catch (SoapFault $exception)
echo " Failed to delete user\n”;
echo $exception;
exit(1);
}
echo " User deleted Successfully \n";

HHHHH#H====Delete User End====t#H#H#

1. Click on the "Delete" (red X) icon under "Actions" for the corresponding User in the list.

(&
[] &) Username * EJ Name & User Type 4 E-mail Address @ a - L
O api1 Multi-Level Rese Power-User 1 -- 1 2 @ @

Alternatively, select the check-box(es) in front of the Users and click on the "Delete Selected"
button.

2. Familiarize yourself with the information displayed on the pop-up. Click "Delete."

. x Delete User

Deleting a user willlremcvelall access that user has, as well as
deleting all the assigned privileges.

-\._.- -\.rJ. L I..-

If you want to re-add the user later, vou will have to re-assign all
settings.

You cannot undo this once performed
Are you sure you want to delete User "apil'?

(R o5 110 conco

3. Click "OK" in the success pop-up.

Successfully deleted user ‘apil’

Deleting the Agent, Disk Safes, and Policies
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#iH—===Del ete Policies Star t==—==#####HH#
I check to seeif there are any policiesto be deleted
if (isset($selectedPolicyl Ds) & & count($selectedPolicyl Ds) > 0}

try {
/l iterate over thelist of policy IDsand delete them

foreach($selectedPolicyl Ds as $tmp) {
$policyClient->deletePolicyByl D(array(' policyl D'=>%tmp));

}
catch (SoapFault $exception)

echo " Failed to delete all policie(s) \n";
echo $exception;
exit(1);

}
echo " All policie(s) deleted successfully \n";
#H====Del ete Policies End====####HH#

HH#H====Delete Disk Saf es Star t====tHHHH
I check to seeif there are any disksafesto be deleted
if (isset($selectedDiskSafel Ds) & & count($selectedDisk Safel Ds) > 0){
try {
/l iterate over thelist of disksafe | Dsand delete them
for each($selectedDisk Safel Ds as $tmp) {
$diskSafeClient->deleteDisk SafeByl D(array(' disk Safel D'=>$tmp));
}

}
catch (SoapFault $exception)

echo " Failed to delete all DiskSafe(s) \n";
echo $exception;
exit(1);

}
echo " All DiskSafe(s) deleted successfully \n";
}

HiHHAH#H—===Delete Disk Safe End====###HH#H#

#t====Delete Agent Start====tHEHHHHH}
if (isset($selectedAgentI Ds) & & count($selectedAgentl Ds) > 0){
try {
Il iterate over thelist of agent | Dsand delete them
foreach($selectedAgentl Ds as $tmp) {
$agentClient->deleteAgentByl D(array(‘id'=>$tmp));
}

}
catch (SoapFault $exception)
{

echo " Failed to delete all Agent(s) \n";
echo $exception;
exit(1);

}
echo " All Agent(s) deleted successfully \n";

}
HitHrH—===Delete Agent End====#HHHHH

1. Click on the "Delete" (red X) icon under "Actions" for the corresponding Agent in the list.
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[ Edit Selectzd | [ 3 Delete Selected |
O o MName “ EJ Host Name/IP Port Number 2 Agent Version B Add-ons

[0 Multi-Level Reseller's  Agentl 1167 & 9"@

Alternatively, select the check-box(es) in front of the Agents and click on the "Delete Selected"
button.

[ @ Eedit Select=d [] 3 Delete Selected [}
O @ Name + B2 Hust_Name_c‘lP Port Number ¥ Agent Yersion & add-ons
[&]Multi-Level Resellers  agent1 1167 & LT

2. Familiarize yourself with the information displayed on the pop-up. Check the "Delete disk safes
from disk" option. Click "Delete."

[ x Delete Agent

Deleting an agent will prevent any tasks associated with it from running.

The selected agent has the following associations:
The agent is still associated with one or more disk safes.

Deleting this Agent will also delete all associations!

You cannot undo this once performed

[ elete disk safes from disk @
|
( | o pelete IH @ Cancel I

3. The Agent and its associated Disk Safes and Policies will disappear from the system.

Deleting Volume

#rrH====Delete V olumes Star t=—==####HH#
if (isset($selectedVolumel Ds) & & count($selectedVolumel Ds) > 0}

try {
[l iterate over thelist of volume IDs and delete them

foreach($selectedVolumel Ds as $tmp) {
$volumeClient->deleteVolumeByl D(array(‘id'=>$tmp));
}

}

catch (SoapFault $exception)

{

echo " Failed to delete all Volume(s) \n";
echo $exception;

exit(1);

}
echo " All Volume(s) deleted successfully \n";
}

#HHHH====Delete V olumes End====#####H##
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1. Click on the "Delete" (red X) icon under "Actions" for the corresponding Volume in the list.

™ ) Name @ Descriptiol &) Volume Pa 44 Quota Typ Ay Soft Quota ] Hard Quot: ‘G On Disk Si: =2 Deltas

™ Volume 1 Volume 1 Molume1 ] 100 GB 200 GB 0 bytes D bytes (0) = o |
1 M= = |10 ltems Per Page

2. Confirm your request to delete the Volume.

I pelete volume &)

Deleting a volume will remove the entire volume from disk!
Are you sure you want to proceed?

—

{] 3 Delete [)| @ Cancel

In a few moments, the volume record disappears from the "Volumes" list.




